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The legal and market aspects  
of electronic signatures 

Jos Dumortier, Stefan Kelm, Hans Nilsson, Georgia Skouma, Patrick van Eecke 

Artikel 12 der EG-Richtlinie zu elektro-
nischen Signaturen verpflichtet die 
Europäische Kommission, die „Durch-
führung dieser Richtlinie“ im Rahmen 
eines Berichts zu prüfen. Der folgende 
Beitrag beinhaltet eine Zusammenfas-
sung der Ergebnisse der Studie, welche 
zwischen März und Oktober 2003 von 
dem fünfköpfigen Autorenteam im Auf-
trag der Europäischen Kommission 
(Service Contract Nr. C 28.400) erstellt 
wurde.1 
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http://www.secorvo.de/publikationen/electronic-
sig-report.pdf – eine begleitende Webseite befin-
det sich unter http://www.pki-page.info/eu/. 

 Assignment and 
Methodology 

The European Commission requested a 
study on the legal and practical issues con-
cerning the implementation of EU Directive 
1999/93 of the European Parliament and of 
the Council of 13 December 1999 on a 
Community framework for electronic signa-
tures (the „Directive”) and on the practical 
usage of electronic signatures and related 
services on the European market. 

The study was performed by a team un-
der the supervision of Jos Dumortier, Pro-
fessor at the Faculty of Law and Director of 
the Interdisciplinary Centre for Law and 
Information Technology (ICRI) at the 
K.U.Leuven (Katholieke Universiteit Leu-
ven). For legal aspects professor Dumortier 
worked together with his research fellow 
Patrick Van Eecke and with Georgia 
Skouma of the IT Law Unit of the law firm 
Landwell (Bogaert & Vandemeulebroeke, 
Brussels). For market and technical issues 
Professor Dumortier was assisted by Hans 
Nilsson (HN Consulting) and Stefan Kelm 
(Secorvo). 

The project’s first objective was to pro-
vide an analysis of national legislation 
implementing the Directive in the EU 
Member States and to provide an analysis of 
the legal situation on electronic signatures 
in the EEA countries and the candidate 
countries, including relevant case law on 
the subject matter. 

The project’s second objective was to 
analyse the main practical and commercial 
usage of electronic signatures in the coun-
tries concerned, with a special focus on the 
technologies used, interoperability issues 
between products and services and the use 
of common standards in this field. 
 

 Findings 
The study team discovered that most of 
the EU Member States have, more or 
less faithfully, transposed the Directive 
into national legislation. In addition, ma-
ny of the non-EU countries surveyed ha-
ve based their own electronic signatures 
and delivery of signature related services 
legislation on that of the EU Directive. 
From a technical point of view the Di-
rective has even influenced international 
standardization initiatives, such as the 
IETF standardization work on Qualified 
Certificates. It is clear that the Directive 
has influenced legal and technical activi-
ties outside of the European Union 
boundaries. Remarkably, new terminol-
ogy introduced by the Directive (espe-
cially Qualified Certificate, Advanced 
Electronic Signature, Certification Ser-
vice Provider) has been taken on board 
by the EEA (European Economic Area) 
countries, Switzerland, the Accession 
and the Candidate countries.  

Although the broad lines of the Directive 
have been respected by the Member States 
when transposing the Directive, a number 
of issues have nevertheless been identified 
as problematic. These problems can mainly 
be attributed to a misinterpretation of the 
Directive’s wording, which in turn leads to 
divergences in national laws and/or diver-
gences in the practical application of the 
rules.  

Regarding the market access rules as 
stipulated by Article 3 of the Directive, the 
following remarks need to be made. The 
good news is that for the moment, none of 
the Member States surveyed submit the 
provision of certification services by pro-
viders established in another Member State 
to prior authorization, thus formally re-
specting Article 3.1 on market access. It is, 
indeed, perfectly possible for a CSP (Certi-
fication Service Provider) established in one 
Member State to provide certification ser-
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vices in another Member States, without 
having to ask the prior permission of a 
national authority. This was not possible 
everywhere in Europe before the Directive 
was issued and transposed.  

On the other hand, various Member Sta-
tes have established supervision schemes 
that are very close to prior authorization, 
and are possibly infringing Article 3.1 
provisions. Given that CSPs have been 
established in all but a few of the countries 
surveyed and given that the majority of 
supervision schemes are still in the very 
early stages of development, it is impossible 
to compare yet the practical implications of 
the supervision systems. Nevertheless, it 
has become obvious that there are very 
important divergences between the various 
supervision schemes in the Member States. 
Although the effect of these divergences 
remains limited, since most of the CSPs still 
operate exclusively in their home country, 
the divergences will begin to show a nega-
tive impact once European or non-European 
providers start to launch more cross-border 
certification services across the EU. 

Also, the Directive’s rules on voluntary 
accreditation seem to be misunderstood by 
national governments. Many European 
countries wrongfully consider voluntary 
accreditation schemes as a means of con-
trolling whether or not a Certification Ser-
vice Provider operates in compliance with 
the provisions of the Directive. Another 
alarming observation is that the voluntary 
accreditation schemes, in many European 
countries, are in practice, not really volun-
tary. A typical example being that many 
national e-government programmes only 
accept accredited CSPs to participate in the 
programme, and thus indirectly oblige a 
CSP to get an accreditation. This evolution 
is certainly not in line with the Directive’s 
vision. 

Concerning the so-called „public sector 
exception” of Article 3.7, which allows 
Member States to make use of electronic 
signatures in the public sector subject to 
possible additional requirements, we have 
seen divergences in both the interpretation 
and implementation of this provision. It 
seems clear that in many countries the use 
of electronic signatures in the public sector 
is subject to additional (security) require-
ments. Communicating electronically with 
public authorities is in many European 
countries possible only through the use of 
signatures based on Qualified Certificates 
issued by an accredited CSP. Member States 

need to be reminded that applying addi-
tional conditions can only be justified by 
objective reasons and should only relate to 
the specific characteristics of the applica-
tion concerned. Also, Member States need 
to ensure that basic competition rules are 
not being infringed by their initiatives. 

As to the conformity assessment of se-
cure signature-creation devices (SSCDs) 
many countries seem quite reluctant to 
designate their own designated bodies for 
SSCD assessment. This may be due to the 
very high SSCD security requirements and 
the lack of active vendors in most countries. 
Another reason is the very large resources 
needed for operating an assessment body. 
The process of assessing a product is usu-
ally extremely expensive as well as time-
consuming. Two further reasons why ven-
dors are sometimes reluctant to have their 
products assessed is that an assessment is 
usually only valid for a fairly short amount 
of time (the product needs to be re-
assessed), and a conformity assessment 
„freezes” a product so that it cannot be 
changed (e.g., in order to apply a security 
patch) without making invalid the assess-
ment. Consequently, although there already 
are a small number of SSCDs which have 
been assessed; all of these have been as-
sessed by a relatively small number of 
designated bodies. Only in Austria, Ger-
many and the Czech Republic has the num-
ber of products assessed been higher than 
two. In some countries (Austria, Germany) 
signature products other than SSCDs have 
been assessed as well. 

The non-discrimination principle of 
electronic signatures, as regulated by Arti-
cle 5.2 of the Directive, has been taken over 
by national legislators. However, the trans-
position of Article 5.2 has not always been 
explicitly done and in those countries with 
an explicit transposition the scope of Article 
5.2 has not always been covered in its en-
tirety. It is not yet clear whether this rather 
vague transposition in some countries will 
have a practical impact on the legal use of 
electronic signatures. Thus, how electronic 
signatures will be treated in future national 
legislation and case law requires close 
monitoring. 

It would be too premature to jump to 
early conclusions on judges’ position vis-à-
vis electronic signature given that to date 
there are but a few legal cases on this sub-
ject. Indeed, until recently, the sample of 
case law tackling directly or simply evoking 
electronic signatures issues is still too small 

and fragmented to be considered as repre-
sentative enough of the judge’s mind in this 
area.  
As to the legal effect of Qualified Electronic 
Signatures (the ones regulated by Article 
5.1 of the Directive), there has been a 
general tendency in the majority of 
European countries to explicitly recognise 
the equivalence between a handwritten 
signature and a specific „type” of signature 
by imposing the same or slightly different 
conditions than the ones stipulated in 
Article 5.1. It is, however, important to 
know that the Directive obliges Member 
States only to make sure that a Qualified 
Electronic Signature is legally speaking 
treated in the same way as a handwitten 
signature, but that it does not regulate the 
legal use and consequences of a handwritten 
signature itself, and thus not the legal 
consequences of the Qualified Electronic 
Signature either. The legal use and 
consequences (which transactions need a 
signature, which evidential value is given to 
a signature, etc) remains a nationally 
regulated matter. 

Qualified electronic signatures need to 
be in compliance with the requirements as 
stated by the first three Annexes of the 
Directive. It is, therefore, important that the 
Annexes are correctly transposed into na-
tional legislation. The implementation of 
Annex I is very similar in most of those 
countries surveyed. The only risk is related 
to interoperability problems which might 
occur if technical implementations of An-
nex I diverge by, for example, not using 
ETSI TS 101 862, or any other common 
format for encoding the requirements of 
Annex I. The Commission should therefore 
promote the use of interoperability stan-
dards for the technical implementations of 
Annex I. For the implementation of Annex 
II, implementation levels are sometimes 
quite varying, meaning that the establish-
ment and running of a CSP will differ con-
siderably. Any organization wishing to 
establish a CSP business in several coun-
tries must therefore adapt itself to different 
requirements and procedures. Product ven-
dors will also have difficulties building 
products for this very fragmented market. In 
addition, several countries put additional 
detailed and unnecessary requirements on 
the CSP, thus creating barriers for the estab-
lishment of a CSP. The Commission should 
therefore point out any unnecessary and 
excessive requirements for CSPs, which 
might be perceived as market obstacles. For 
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the implementation of Annex III, there is 
also evidence of fragmentation. The re-
quirements for SSCDs are, for example, 
much higher in Austria and Poland than in 
some other European countries. As far as 
Annex IV is concerned, Article 3.6 is very 
clear. The list contains only recommenda-
tions, which have to be taken into account 
by the Member States and the European 
Commission when they work together in 
order to promote the development and the 
use of signature-verification devices. They 
can certainly not be changed into obligatory 
requirements at a national level, as some 
Member States have done. 

With very few exceptions, all European 
countries have provided for a special liabil-
ity provision transposing Article 6 of the 
Directive into national legislation. Within 
the European Union, the respective liability 
clauses of the EU Member States have 
followed the wording and rationale of Arti-
cle 6. In cases where transposition was not 
explicit, the general tendency has been to 
provide stricter liability clauses, by broad-
ening the scope of application of the Article, 
notably, by extending the list of liability 
causes as laid down in the Directive. 

All countries under examination have 
prescribed in their national laws rules on the 
legal recognition of foreign Qualified Cer-
tificates in their territory. Only Ireland, the 
UK and Malta, do not distinguish between 
domestic and foreign Qualified Certificates. 
Most of the EU and EEA countries have 
faithfully transposed the conditions of Arti-
cle 7 into their national legislation. In the 
Accession and Candidate countries the 
situation appears to be somewhat more 
complicated.  

The implementation of the data protec-
tion rules of Article 8 into national legisla-
tion apparently did not pose any real diffi-
culties. Some countries, though, did not 
correctly implement article 8.2 of the Direc-
tive. In those countries, a CSP is not obliged 
to follow the stricter data protection rules, 
whereas a CSP established in another Mem-
ber State must adhere to its national rules. 
This may give rise to complaints of unfair 
competition in that it could act as an obsta-
cle trade within the internal market. Further 
discussion also needs to centre on whether 
the stringent rules of Article 8.2 for CPS 
issued certificates to the public, (such as 
obligation to for direct personal data collec-
tion), are realistic, given that most CSP data 
is obtained from third parties such as a local 
registration authority. The use of a pseudo-

nym in a certificate is allowed in all but two 
of the countries surveyed. Only Estonian 
and Bulgarian electronic signature legisla-
tion forbids the use of pseudonyms in their 
national rules on Qualified Certificates. 
Many countries explicitly require the dis-
closure of real names to the public authori-
ties upon request and under strict condi-
tions. 

An important question, which needs to 
be posed, is what the use of electronic sig-
natures in Europe really is? The number of 
supervised and accredited CSPs issuing 
Qualified Certificates in the European 
countries varies considerably from country 
to country, with many countries having 
either no or only one CSP. In the few coun-
tries where any larger numbers of Qualified 
Certificates have been issued, this is almost 
exclusively due to some form or another of 
government promotion. There is currently 
no natural market demand for Qualified 
Certificates and related services. The largest 
application area in Europe for electronic 
signatures is generally linked to e-banking 
applications in a closed user environment, 
and thus outside the scope of the Directive. 
Within the scope of the Directive, very few 
applications are in use today and they are 
almost completely limited to e-government.  
It is interesting to note that many applica-
tion service providers currently on the 
market falsely believe that their applications 
require Qualified Electronic Signatures as a 
minimum in order to be legally compliant, 
leading to unnecessary costs and complexity 
on planning and designing for the use of 
Qualified Electronic Signatures.  

Technology evolves rapidly and in the 
near future many electronic signature tech-
nical solutions will be based on new techno-
logical developments, such as new secure 
PC environments, mobile signatures and 
signature servers. Consequently, supervision 
bodies, designated bodies and others in-
volved in the regulation of Qualified Elec-
tronic Signatures should look at these tech-
nologies with an open mind and not restrict 
security assessments to what is known and 
available today. 

The lack of interoperability, both at na-
tional and cross-border level, is a big obsta-
cle for market acceptance and the prolifera-
tion of electronic signatures. It has resulted 
in many isolated „islands” of electronic 
signature applications, where certificates 
from only one CA can be used for one 
application. In a few cases only can certifi-
cates from multiple CAs be used for multi-

ple applications. Much more should there-
fore have been done earlier at a European 
level to promote interoperability. 

The EESSI (European Electronic Signa-
ture Standardisation Initiative) programme 
has developed some standards that are 
Directive compliant. However, the delay in 
developing the standards and having their 
references published in the Official Journal, 
has led to a situation whereby several coun-
tries have either developed their own tech-
nical interpretations of the Directive, (lead-
ing to varying requirements in different 
countries), or else have waited for standards 
to be developed, leading to a vacuum for 
product and service vendors on the market. 
Not until the publication of references to 
standards in the Official Journal in July 
2003 has there been any clarity on the 
standards acceptable to all Member States. 
Another risk relating to interoperability is 
that currently only one set of standards 
related to Qualified Electronic Signatures 
(based on PKI) currently exists, which may 
hinder further technologies being used for 
Qualified Electronic Signatures. 

The recommendations 
 Introduction 

Our first recommendation is not to a-
mend the Directive. Such amendments 
would have to be considered as an ulti-
mate solution, only to be used when all 
other measures are deemed to be insuffi-
cient. Amending the Directive is a long 
and cumbersome operation that should 
be avoided if at all possible. As with all 
EU Directives, the Electronic Signature 
Directive is by no means a perfect legal 
text. It is a compromise which has been 
reached after long and difficult negotia-
tions between 15 Member States all of 
whom have very divergent views on the-
se issues. Our main conclusion is that the 
text of the Directive is adequate enough 
to serve its purpose in the near future but 
that it needs re-interpretation and clarifi-
cation.  

 General recommendation 
The primary aim of the Directive was to 
create a Community framework for the use 
of electronic signatures, allowing for the 
free cross-border flow of products and 
provision of services, together with a basic 
legal recognition of electronic signatures 
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throughout the EU. This objective has 
clearly not entirely been met. However, this 
negative situation is not necessarily the fault 
of the Directive but rather to the way in 
which it has been implemented by the 
Member States. Some of the Directive’s 
provisions seem to have been, in part, mis-
understood and the Member States, when 
transposing the Directive into national 
legislation, have not always taken the Euro-
pean perspective of the new regulatory 
framework into account. It is therefore our 
impression that, at this moment, there is a 
primary need for a consistent, clear and 
workable re-interpretation of the provisions 
of the Directive.  

In our view the Commission needs to 
first and foremost examine how a more 
„Community-focused” interpretation of the 
Directive could be supported. Of course the 
ultimate judge on the correct interpretation 
of European law provisions rests with the 
European Court of Justice. At the same 
time, however, the Commission is in a 
position to issue a non-binding document , 
which could considerably influence the 
electronic signatures scene in Europe. Such 
an instrument could be combined with 
realistic accompanying measures capable of 
being implemented in the short term. 

 Supervision of CSPs 
The European countries surveyed for this 
study appear to have difficulties in striking 
a balance between „appropriate supervi-
sion” of Certification Service Providers and 
the prohibition to submit their activities to 
prior authorization. It would therefore be 
useful to publish guidelines on how the 
supervision can be organized in order to 
make it conform to the Directive’s provi-
sions.  

The European Commission can take ac-
tion against Member States that have estab-
lished a scheme for the supervision of CSPs 
leading to measures that have the equivalent 
effect as a prior authorization.  

The guidelines to be published by the 
European Commission can also be used to 
clarify a number of currently unresolved 
legal issues in this area. One of the most 
difficult questions is to know what the 
notion of „establishment on the territory” in 
practice means for a Certification Service 
Provider (for example, certificate issuer 
established in one Member State but col-
laborating with registration authorities, 
directory service providers, etc. in other 

Member States: who is in charge of the 
supervision?). 

Not all the Member States have estab-
lished a scheme for the appropriate supervi-
sion of CSPs issuing Qualified Certificates 
to the public. The Commission can take 
action against these Member States, because 
this situation creates the possibility for 
CSPs established in those Member States to 
issue Qualified Certificates to the public in 
other Member States without being submit-
ted to appropriate supervision.  

Ideally the supervision schemes in the 
Member States should be harmonized, at 
least to a certain degree. We think that 
efforts in this direction should be supported. 
The Commission should, in our view, dis-
courage supervision of CSPs other than 
those issuing Qualified Certificates to the 
public.  

Since EESSI already has published a 
number of valuable documents in this area 
it is recommended that supervisory authori-
ties be encouraged to make use of these 
specifications. In our view, however, the use 
of such specifications by supervisory au-
thorities has to be closely monitored. The 
standardization documents describe possi-
ble paths to fulfil the requirements of the 
Directive, but should never be considered 
obligatory for CSPs wishing to issue Quali-
fied Certificates to the public. If a CSP 
believes that he fulfils the requirements of 
the Annexes he should be free to issue 
Qualified Certificates to the public without 
asking authorization.  

 Voluntary accreditation 
Measures should be taken in order to clarify 
the vision of the European legislator with 
regard to voluntary accreditation schemes 
for Certification Service Providers. In our 
view, cross-border accreditation and diversi-
fication of the schemes should be encour-
aged. The Commission should, on the other 
hand, discourage as much as possible the 
establishment of national accreditation 
schemes for Certification Service Providers 
issuing Qualified Certificates to the public. 
Accreditation schemes should focus on the 
assessment of best practices and appropriate 
security and not be considered as instru-
ments to control the compliance with the 
Directive or with national legal provisions.  

Given the scarcity of top experts in the 
area of information security and given the 
relatively small amount of CSPs, the Com-
mission should stimulate the clustering of 

efforts on a Community level. The objective 
should be to establish a limited number of 
high quality European accreditation 
schemes, preferably focusing on or special-
ising in specific categories of certification 
services for application domains. 

 Secure signature-
creation devices 

Partly because the Directive currently sets 
very high requirements on SSCDs, such 
devices still rarely find their way to the 
market. In order to stimulate the production 
of secure signature-creation devices, the 
requirements for formal assessment need to 
be more flexible in the future. The proce-
dures for obtaining a conformity declaration 
should be shorter and less costly. The Euro-
pean Commission should support every 
effort in this direction.  

As to the rules to be followed by the des-
ignated conformity assessment bodies, the 
Commission should provide coordination 
and guidance. The Commission Decision of 
2000 on the minimum criteria when desig-
nating conformity assessment bodies is a 
valuable first step but needs to be pursued. 
The independent, transparent and non-
discriminatory character of the assessment 
procedure should ideally be monitored. 

In the view of the authors of this study it 
is absolutely necessary to discourage the 
perception that it is an obligation to submit 
every SSCD to a lengthy Common Criteria 
influenced assessment performed by a 
designated body. Instead, limited evalua-
tions, based on 50-100 pages of documenta-
tion and requiring 10-20 days of checking, 
need to be promoted. In not allowing self-
assessment, an independent party should be 
able to assess the security claims (with 
respect to Annex III) as made by the vendor 
and check to some extent whether or not 
this is state of the art. The Commission 
should examine how it can tackle the obli-
gation to submit an SSCD to a designated 
body for conformity assessment, currently 
existing in many Member States. Discour-
aging the too strict conformity assessment 
would allow for a larger variety of products 
while at the same time protecting the con-
sumers. 

  Public sector exception 
The Commission should emphasize the 
conditions that are needed before the Mem-
ber States can use the „public sector excep-
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tion” of Art. 3.7 of the Directive. Member 
States should be made aware that the non-
discrimination rule of Art.5.2 of the Direc-
tive applies not only to the private but also 
to the public sector. 

The Commission should examine in mo-
re detail the compliance of certain e-
government initiatives not only in relation 
to the Electronic Signatures Directive’s 
provisions but also in relation to general EU 
competition rules, particularly with a view 
on Art. 86 of the EC Treaty. 

More generally, it is necessary to per-
form a more detailed study on the Internal 
Market consequences of the e-government 
programmes of the Member States. There is 
a clear danger that these programmes will 
result in national barriers, fragmentation 
and interoperability. 

Efforts towards improvement of interop-
erability between e-government pro-
grammes and particularly between their 
electronic signature applications should be 
supported or initialised at a European level. 

 Qualified Electronic 
Signatures 

With regard to Art. 5.1 there is primarily a 
need for clarification about the scope of this 
provision. It should be made clear to all 
interested parties that 1) „Qualified Elec-
tronic Signature” is not a synonym of „le-
gally valid electronic signature” and 2) 
fulfilling the requirements of a Qualified 
Electronic Signature is one – but by no 
means the only – way to get the rules on 
handwritten signatures applied.  

From a European perspective the success 
of Art. 5.1 depends entirely on the availabil-
ity of a very well standardized and easily 
recognisable European „Qualified Elec-
tronic Signature, including not only criteria 
for creation devices and certificates but 
specifying the complete signature and veri-
fication chain. 

A standardized „Qualified Electronic 
Signature” should merely give users a 
presumption that a signature complying 
with this standard will be presumed equiva-
lent to handwritten signatures throughout 
Europe.  

Member States should be discouraged 
from inserting references to „Qualified 
Electronic Signatures” in new legal texts. 
The concept of the „Qualified Electronic 
Signature” should be used mainly for its 
original purpose, namely to obtain auto-
matic acceptance of electronic signatures 

and that the same provisions governing 
handwritten signatures apply to electronic 
ones.  

Member States should be made aware 
that the concept of the Qualified Electronic 
Signature” is mainly useful for cross-border 
transactions in Europe. It serves as a „pass-
port” that guarantees in every Member State 
the application of the rules applicable to 
handwritten signatures.  

The Annexes have been more or less lit-
erally transposed into national legislation by 
virtually all the countries surveyed. The 
remaining task is to make sure that the 
implementation gets streamlined throughout 
Europe. Every effort in this direction should 
be supported. National implementations of 
the Annexes have, on the other hand, to be 
firmly discouraged.  

The Commission can (should?) take ac-
tion against those Member States who have 
not correctly transposed the Annexes by, for 
example, translating the recommendations 
of Annex IV into requirements for Qualified 
Electronic Signatures at a national level.  

 Non-discrimination rule 
With regard to the application of Art. 5.2 
there is a primary need for clarification. All 
interested parties should be better informed 
about the objective and the scope of this 
provision.  

The Commission should systematically 
examine if the Member States have issued 
legislation referring to Qualified or Accred-
ited Electronic Signatures and detect where 
such references don’t comply with the rule 
of Art. 5.2. 

 Standardization 
The Commission and Member States must 
ensure that all Member States correctly 
implement presumption of conformity with 
standards referenced in the Official Journal. 
This is currently not the case everywhere. 

The Commission and Member States 
should encourage further work on standards 
related to Annex II (f) and Annex III, in 
order to promote the use of alternative 
technologies for Qualified Electronic Signa-
tures. Although the present standards are 
mostly technology neutral (within the 
framework of PKI), they still favour the use 
of smart cards as SSCDs for example. 

The long-term maintenance of the stan-
dards referenced in the Official Journal 
must be ensured, either by transferring the 

current CWAs to a more permanent body, 
for example ETSI, or promote the CWAs to 
European Norms. 

The Commission must urgently ensure 
the acceptance of a common specification 
for algorithms and parameters, as well as a 
common maintenance procedure for that 
specification. 

The complex areas of archiving and 
long-term validation of electronically 
signed documents are often perceived as 
obstacles for the use of electronic signa-
tures. The Commission should promote 
work on guidelines and standards in these 
areas. 

The Commission and the Member States 
should find mechanisms to pro-
mote/recommend the standards for interop-
erability already developed by ETSI within 
the framework of EESSI. 

The Commission should support the 
work being done in EUCLID and CEN 
Workshop on e-authentication, steering 
them towards developing appropriate Euro-
pean standards, taking into account the 
results from EESSI, pki Challenge and 
other projects. 

The Commission should promote or ar-
range a European forum for electronic 
signatures, directed towards CSPs, product 
vendors and application providers in order 
to stimulate development and use of stan-
dards, possibly also initiating the setting up 
of interoperability testing facilities. 

It is probably useful to systematically 
scan the existing standardization documents 
from a user’s perspective. With regard to 
Qualified Electronic Signatures the aim of 
the standardization activities should be to 
develop the specifications of a solution that 
gives the user the possibility to use elec-
tronic signatures on a European-wide scale. 
Such a solution has to take into account all 
the aspects of an electronic signature, not 
only covering the whole signature chain but 
also taking care of typical users’ concerns 
such as ease of use, language obstacles, cost 
considerations, etc.  

 Trust service providers 
The Directive is very strongly focused on 
one business model, which was the centre 
of the attention from 1998 and 2000 but 
which has progressively been replaced by a 
much more heterogeneous and complex 
market situation. The regulatory framework 
thus includes , for example, quite detailed 
rules for certificates providers but does not 
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deal with other categories of certification 
providers. The regulatory needs relating to 
other categories of trust service providers 
are nevertheless at least as urgent as those 
with regard to certification service provid-
ers. There is, for example, a clear need for 
regulation dealing with archival service 
providers, or with registered mail services. 
From a users’ perspective it is difficult to 
understand why such services remain com-
pletely unregulated, while at the same such 
a complex regulatory framework has been 
established for issuers of certificates. We, 
therefore, recommend undertaking studies 
about the need for regulation with regard to 
other categories of trust services.  

 Data protection 
Last but not least it is necessary to combine 
electronic authentication with personal data 
protection. The current European regulatory 
framework is very much focused on the use 
of identity certificates. In recent years, 
attention has shifted towards better privacy 
protection in the online environment. Re-
search has been done on various possibili-
ties combining electronic authentication 
with the needs for anonymity or the use of 
multiple virtual identities. The efforts of the 
European Union to promote advanced 
personal data protection for its citizens 
should not be contradicted by its regulatory 
framework for electronic authentication. 
Closer examination is needed on the possi-
bilities to combine anonymity and pseudo-
nymity with the provisions of the electronic 
signatures Directive 

 The user 
Our final reflections in the framework of 
this study focus on the user. In our view 

it is absolutely necessary to put more 
emphasis on the user’s perspective in all 
discussions regarding the European elec-
tronic signatures regulatory framework. 
The absence of this perspective has been 
a more or less constant theme not only in 
the legal discussion but also in the stan-
dardization activities around the Direc-
tive. Business and/or technical consid-
erations prevailed strongly in every de-
bate in this area. This has resulted in a 
set of legal and technical solutions that 
are often far removed from the daily 
needs of the common user.  

As far as standardization is concerned, it is 
probably useful to systematically scan the 
existing standardization documents from a 
user’s perspective. With regard to Qualified 
Electronic Signatures the aim of the stan-
dardization activities should be to develop 
the specifications of a solution that gives 
the user the possibility to use electronic 
signatures on a European-wide scale. Such 
a solution has to take into account all as-
pects of electronic signatures, not only 
covering the whole signature chain but also 
taking account of typical users’ concerns 
such as ease of use, language obstacles, cost 
considerations, etc.  

With regard to the legal framework it 
may become necessary to take a more prac-
tical approach. The Directive focuses very 
strongly on one business model, which took 
centre stage from 1998 to 2000 but which 
has since been replaced by a much more 
heterogeneous and complex market. As a 
result of this, the current regulatory frame-
work includes detailed rules for issuers of 
certificates but fails to consider other types 
of certification providers. Services like 
time-stamping, revocation, repository, and 
archival can be offered by third parties 
which are contracted by the authority issu-

ing certificates. And yet regulatory needs 
relating to other categories of trust service 
providers are at least as important as those 
relating to the certification service provid-
ers. There is, for example, a clear need for 
regulation dealing with archival service 
providers, or with registered mail services. 
From a users’ point of view it is difficult to 
understand why such services remain com-
pletely unregulated, while complex regula-
tory frameworks have been well established 
for those issuing certificates. We therefore 
recommend that further studies be carried 
out dealing with other categories of trust 
services.  

Last but not least it is necessary to com-
bine electronic authentication with personal 
data protection. The current European regu-
latory framework is very much focused on 
the use of identity certificates. In recent 
years, attention has shifted towards better 
privacy protection in the online environ-
ment. Research has been focused on the 
possibility of combining electronic authen-
tication with the needs for anonymity or the 
use of multiple virtual identities. The efforts 
of the European Union to promote advanced 
personal data protection for its citizens 
should not be contradicted by its regulatory 
framework for electronic authentication. 
Further research is needed into the possibil-
ity of combining anonymity and pseudo-
nymity with the provisions of the electronic 
signatures Directive.  

The Research Team is aware of the fact 
that its conclusions and recommendations 
can only be considered as a first step in the 
review of the European regulatory frame-
work for electronic signatures. It hopes that 
the study will provide interesting material 
for launching a European-wide discussion 
on this subject.  

 


